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Abstract - Cryptography plays a pivotal role in ensuring
secure communication between two parties, typically
represented by Alice and Bob, in the presence of adversaries
like Eve. However, modern communication often involves
multiple users beyond the traditional pair. This work extends
the DiffieHellman key exchange protocol to accommodate
multiple users, addressing the need for secure communication
in diverse group settings. Additionally, we propose methods
for communicating the input points utilized in the pairing
application with the DiffieHellman key exchange protocol,
enhancing the security and resilience of the exchanged keys.
Through these advancements, we aim to fortify cryptographic
protocols for robust multi-user scenarios, safeguarding
sensitive information in an ever-evolving digital landscape.
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[. INTRODUCTION

In the realm of secure communication,
cryptography serves as an indispensable tool,
facilitating confidential exchanges among
trusted parties. Diffie-Hellman (D.H) key
exchange stands as a seminal method for
securely exchanging cryptographic keys over
public channels and represents one of the
earliest practical examples of public-key
protocols. Originally conceived to enable
encrypted communication between two
parties, the DiffieHellman key exchange
method revolutionized secure communication
by allowing parties to jointly establish shared
secret keys without prior acquaintance. This
shared key, established over an insecure
channel, enables subsequent communications
to be encrypted using symmetric key ciphers,
contributing to the security of various

Internet services. As the exchange of

cryptographic keys over public channels forms
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a cornerstone of secure communication, our study
extends beyond conventional two-party scenarios to
address the implications and challenges of multi-user
environments in key exchange protocols. Drawing
inspiration from previous research, this paper explores
the intricacies of multiuser Diffie-Hellman key exchange,
aiming to enhance security and resilience in
cryptographic protocols. To provide the necessary
background for our investigation, Section 2 of this paper
delves into mathematical foundations. In Section 3, we
introduce Diffie-Hellman Key Exchange Protocol and
it’s extended form for multi-users. In Section 4, we will
introduce the new method for communicating keys based
on the DiffieHellman key  exchange protocol

and  pairing cryptography, and extended the
algorithm for multiusers. Finally, in Section 5, we
conclude our paper by summarizing our main findings in
this area.

II. MATHEMATICAL BACKGROUND

Throughout the paper, we will use the following
conventions without explicitly stating them [ e:
pairing.
* enc: encryption function.
* dec: decryption function.
* K: Key.
PT: Plaintext.
» CT: Ciphertext.
KPUB:Public Key.
KPRI : Private Key.
* p: A prime number.
D-H: Diffie-Hellman.



Journal of Engineering Design and Computational Science (JEDCS) Volume 3, Issue 2, April2024

Gy C (E(Fy)): additive group of cardinal » Remark 1: In this paper, our primary objective is to

Gy C (E(Fgr)): additive group of cardinal n extend the Diffie-Hellman Key Exchange to multiple
Gs C F*. C pp @ cyclic multiplicative group
q e users.
n € N*. )
pn = {u € Fy|u™ = 1}
e P. : the point at infinity of the elliptic curvi

A. Pairing definition and proprieties parties but not to any potential eavesdroppers.
2) Key Generation: Each party generates
their own private key: a for party A and b for
party B.
These keys are kept
secret.

Property 1. [16], We let (G, +), (Ga, +) and (G3, .) denote
three finite abelian groups of order 7.

o Bilinearity: for all S, 51,5, € Gy and for all 7,7, 75 €
Ga
e(S1+ S5, T) =e(S51,T)e(S2,T)
e(S,Th +T5) =e(S,T1)e(S, 1)

s Non degeneracy: there exist S € Gy with § # 1,1 €
Go with ¢(S,T') # 1.

Definition 1: [16], A pairing is a bilinear and non degenerate
function:
e:Gy x Gy — G3
(P,Q) — e(P,Q)
Each party computes their public key: Party A
computes A = g*modp
Party B computes B = g®modp.
3) Exchange Public Keys: Both parties
exchange their public keys A and B over the
insecure channel.

ITII. MULTI-USERS DIFFIE-HELLMAN KEY
EXCHANGE PROTOCOL

B. Diffie-Hellman key exchange protocol
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The Diffie-Hellman key exchange (DH) is a
foundational method for securely sharing
cryptographic keys over a public channel,
initially proposed by Ralph Merkle and named
after Whitfield Diffie and Martin Hellman.
Unlike traditional methods requiring a secure
physical channel for key exchange, DH
enables two parties with no prior acquaintance
to establish a shared secret key over an
insecure channel. This shared key can
subsequently encrypt communications using
symmetric key ciphers. While widely utilized
in Internet services, recent research indicates

that some parameters used in DH
implementations may be vulnerable to
compromise by well-funded attackers,

prompting concerns about the protocol’s
overall security.
Here’s a simplified overview of how it works:
1) Initialization (Public Parameter
Creation): Both parties agree on public
parameters: a large prime number p
and a primitive root g. These
parameters are known to both 4)
Secret Key Calculation:
Party A computes the shared secret key K using
B*modp Party B computes the shared secret key
K using A’modp
Since A® = B?, both parties arrive at the same
shared secret key K.
Both parties can now use the shared secret
key K for encryption and decryption using
symmetric encryption algorithms.

Alice & Bob can exchange their keys in just
one step.
C. Three-party Diffie-Hellman (3DH protocol)
The Diffie-Hellman Tripartite Key Exchange
is an extension of the traditional Diffie-
Hellman key exchange protocol that enables
three parties to establish a shared secret key.
It’s also known as the Three-party Diffie-
Hellman or 3DH protocol.
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Here’s how it works:

1) Initialization  (Public = Parameter
Creation): The parties agree on public
parameters: a large prime number p and a
primitive root g. These parameters are known
to all parties but not to any potential
eavesdroppers.

2) Key Generation: Each party generates
their own private key: a for party A and b for
party B and c for party C.

These keys are kept secret.

Public Parameter Creation

A trusted party chooses and publishes a (large) prime p
and an integer g having large prime order in F;.

Private Computations

Alice Bob
Choose a secret integer a. Choose a secret integer b.
Compute A = ¢ (mod p). Compute B = g* (mod p).

Public Exchange of Values
Alicesends AtoBob —m@8 ——M8 A
B — Bob sends B to Alice

The shared secret value is B = (¢%)* = ¢** = (¢%)*

Further Private Computations
Alice Bob
Compute the number B® (mod p). | Compute the number A” (mod p).

Ab (mod p).

Each party computes their public key: Party A
computes A = g*modp Party B computes B =
g’modp. Party C computes C = g°modp. 3)
Exchange Public Keys: All parties exchange
their public keys A and B and C over the
insecure channel.

4) Secret Key Calculation:
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Party A computes the shared secret key A’
using C*modp
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D. n-party Diffie-Hellman key exchange protocol

Public Parameter Creation

K

A trusted party chooses and publishes a large prime p

with ¢ his generatrice

All parties can now use the shared secret key K

Private Computations

Alice Bob Charlie

for encryption and decryption using symmetric
encryption algorithms.

Choose a secret integer a. | Choose a secret integer b.

Compute A = g7 Compute B = g¥ Compute C = g°

Choose a secret integer c.

Public Parameter Creation

A trusted party chooses and publishes a large prime p

Public Exchange of Values

All parties exchange their public keys A and B and C over the insecure channel.

with g his generatrice

Private Computations

Further Private Computations

Alice Bob Charlie

User 1 User 2 User n

Choose a secret a;. Choose a secret a,. Choose a secret a,.

Compute A = g" Compute A; = g™ Compute A, = g"

Compute A’ = C? Compute B’ = A? Compute C' = B®

Public Exchange of Values

Public Exchange of Values

All parties exchange their public keys A” and B” and C’ over the insecure channel.

All parties exchange their public keys A; over the insecure channel.

Private Computations

Further Private Computations

Alice Bob Charlie

User 1 User 2 User n

Compute A} = A = g™ | Compute A} = AP = g% | .. | Compute A}, = A} = g"™

Compute K = (C')? Compute K = (A’)? Compute K = (B')*

The shared secret value is K = g7

Public Exchange of Values

All parties exchange their public keys A,’ over the insecure channel.

Diffie-Hellman Tripartite key exchange cryptosystem.

Alice, Bob & Charlie exchange their keys in two

steps.

Party B computes the shared secret key B’
using A’ modp
Party C computes the shared secret key C’
using B°modp
5) Exchange Public Keys: All parties
exchange their public keys A’ and B’ and C’
over the insecure

6) Secret Key Calculation:

Party A computes the shared secret key K using

(C’)*modp

Party B computes the shared secret key K using

(A*)’modp

Party C computes the shared secret key K using

(B”)*modp

Since (C*)* = (A”)° = (B)", all parties arrive at
the same shared secret key K.

All parties can now use the shared secret key
K for encryption and decryption using
symmetric encryption algorithms.
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Repeat the same process for key calculation and exchanging n-2 more times

Further Private Computations

User 1 | User 2 ‘ ‘ User n

Compute g'l17 | Compute g'1% ‘ l Compute g'l-1%

The shared secret value is K = g'1%
Diffie-Hellman n-users key exchange cryptosystem.

channel.
Extending the Diffie-Hellman key exchange protocol to

accommodate more than two parties is a bit more
complex but can be achieved using the below process:

1) Initialization (Public Parameter Creation): The
parties agree on public parameters: a large prime
number p and a primitive root g. These parameters are
known to all parties but not to any potential
eavesdroppers.

2) Key Generation: Each party generates their
own private key: a; for party Ai. These keys are kept
secret.

Each party computes their public key:

Party Ai computes A; = g*modp

3) Exchange Public Keys: All parties exchange
their public keys A; over the insecure channel.

4)  Secret Key Calculation:

Party A computes the shared secret key A; using A"
modp, j =1+ 2modn

5) Exchange Public Keys: All parties exchange
their public keys Ai over the insecure channel.

6) Repeat the same process for key calculation and
exchanging n-2 more times 7) Secret Key Calculation:
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Each Ai computes the shared secret key K
using g *modp

All parties arrive at the same shared secret key
The n parties exchange their keys in n steps.

Remark 2: We can used this extend algorithm
to communicate the keys between two parties

1) [Initialization (Public Parameter
Creation): Both parties agree on public
parameters: a large prime number p and a
primitive root g. These parameters are known to
both parties but not to any potential
eavesdroppers.

2) Key Generation: Each party generates
their own private key: a;j for party A; and a; for
party A;.

These keys are kept secret.

Each party computes their public

key: Party Aj computes A; =

g*modp Party Aj computes Aj =

g¥modp.

3) Exchange Public Keys: Both parties
exchange their public keys Ai and Aj over the
insecure channel. 4) Secret Key Calculation:

Party Ai computes the shared secret key K
using A;j* modp

Party A; computes the shared secret key K
using A;¥ modp

Since Aj* = A%, both parties arrive at the same
shared secret key K.

Both parties can now use the shared secret key
K for encryption and decryption using
symmetric encryption algorithms.

IV. CONSTRUCTION OF MULTI-USERS
DIFFIEHELLMAN

KEY EXCHANGE PROTOCOL WITH PAIRING
CRYPTOGRAPHY

E. Diffie-Hellman Key Exchange Protocol with Pairing
Cryptography
Alice and Bob want to communicate using
pairing application so they follow this method:
1) Public parameter creation:
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Alice, Bob and Charlie publish a group G with g his
generatrice and a pairing e. 2) Private parameter
creation:

Alice chooses a secret a and calculate P =ag [ | G.

Bob chooses a secret b and calculate Q =bg [ | G.

3) Public exchange of values:

Alice and Bob receive and send the points P and Q to
each other in a public channel of communication.

4) Further private computation:

Alice compute the value e(P, Q)? = e(g, g)™.

Bob compute the value e(P, Q)® = e(g, g)®.

The shared secret values are K = e(g, g)®.

Public Parameter Creation

A trusted party chooses and publishes a large prime p

with ¢ his generatrice

Private Computations

Alice Bob
Choose a secret integer a. Choose a secret integer b.
Compute P =a.g Compute Q = b.g

Public Exchange of Values

All parties exchange their public keys A and B over the insecure channel.

Further Private Computations
Alice ‘ Bob

Compute (P, Q) ‘ Compute (P, Q)

The shared secret value is K = e(g, g)*

Diffie-Hellman Key Exchange Protocol with Pairing Cryptography.

F. Three party Diffie-Hellman Key Exchange Protocol with

Pairing Cryptography
Alice, Bob and Charlie want to communicate using
pairing application so they follow this method:

1) Public parameter creation:

Alice, Bob and Charlie publish a group G with g
his generatrice and a pairing e. 2) Private parameter
creation:

Alice chooses a secret a and calculate P =ag | | G.

Bob chooses a secret b and calculate Q =bg [ | G.

Charlie chooses a secret ¢ and calculate R =cg | | G.
3) Public exchange of values:



Journal of Engineering Design and Computational Science (JEDCS) Volume 3, Issue 2, April2024

Alice, Bob and Charlie receive and send
the points P, Q and R to each other in a
public channel of communication.

4) Further private computation:

Alice compute the value e(Q, R)a = e(g,

g)°. Bob compute the value e(P, R)b =e(g,

2)®°. Charlie compute the value e(P, Q)c =

e(g,

g)abc.
The shared secret values are K = e(g, g)**.

Public Parameter Creation

A trusted party chooses and publishes a group G

with ¢ his generatrice and a pairing e

Private Computations

Alice Bob Charlie

Choose a secret integer a. | Choose a secret integer b. | Choose a secret integer c.

Compute P = a.g Compute Q = b.g Compute R = c.g

Public Exchange of Values
Alice sends P to Bob and Charlie —— P
Bob sends Q to Alice and Charlie ——— Q

Charlie sends R to Alice and Bob —— R

Further Private Computations
Alice | Bob | Charlie

Compute ¢(Q, R)? | Compute e(P, R)? Compute ¢(P, Q)¢

The shared secret value is K = e(g,g)™

Three party Diffie-Hellman Key Exchange Protocol with Pairing Cryptography.

G. Four party Diffie-Hellman Key Exchange Protocol

with Pairing Cryptography
Alice, Bob and Charlie want to communicate
using pairing application so they follow this
method: Alice, Bob, Charlie and Jermy want
to communicate using pairing application so
they follow this method:

1) Public parameter creation:

Alice, Bob, Charlie and Jermy publish a group
G with g his generator and a pairing

e.

2) Private parameter creation:

Alice choose a secret al and calculate P; = aig

| G.

Bob choose a secret a2 and calculate P> = axg

| G.

Charlie choose a secret a3 and calculate P3 =
azg || G.
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Jermy choose a secret a4 and calculate P4 = asg | | G.

3) Public exchange of values:

Alice, Bob, Charlie and Jermy receive and send the
points P1, P2, P3, P4 to each other in a public channel
of communication.

4) Further private computation:

Alice computes the value

K =e(P2, P3)air4 = e(g, g)ala2a3adg

= e(g2, g)ala2a3ad

Bob compute the value

K =e(P1, P3)a2p4 = e(g, g)ala2a3adg

= (g2, g)ala2a3ad

Charlie compute the value

K =e(P1, P2)a3r4 = e(g, g)ala2a3adg

= e(g2; g)ala2a3as
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Jel‘my Compute the Value Public Parameter Creation
K — e(Pl P2)34P3 — e(g g)a1a2a4a3g A trusted party chooses and publishes a group G
s s

= e(g2, g)a1a2a3a4

with ¢ his generatrice and a pairing e

Private Computations

— 2 User 1 User 2 Us
The shared secret values are K = e(g”, = = L
ala2a3ad Choose a secret a;. Choose a secret a5. Choose a secret ay.
2) . Compute P; = a;1.g Compute P, = a5.¢ Compute P; = ay.g

Public Parameter Creation Public Exchange of Values

A trusted party chooses and publishes a group G User 1 sends P; to all other users P,
with g his generatrice and a pairing e Waer2 sends Pi fo:dil ofherusers s P
> to a sers ————— P,

Private Computations

Alice Bob Charlie Jermy
Choose a secret ay. Choose a secret ;. Choose a secret as. Choose a secret ay.
Compute Py = a1.g Compute P, = 5.8 Compute P3 = a3.g Compute Py = ag.g

User n sends P, to all other users — P,
Public Exchange of Values

Further Private Computations

Bob sends P, to Alice, Charlie and Jermy ——— P> User 1 ‘ User 2 | | User n :
" P " n1p

Charlie sends P; to Alice, Bob and Jermy ————— P; Compute e(Py, Pﬁ)"l”‘ <P CUmPUtE‘ e(Py, P})“:“" 4P | | Compute e(Py, P:)“"“' sh

Jermy sends Py to Alice, Bob and Charlie ————— Py The shared secret value is K = ¢(g"~2, g)'1%
Multi party Diffie-Hellman Key Exchange Protocol with Pairing Cryptography

Alice sends P; to Bob, Charlie and Jermy —— P,

Further Private Computations

Alice | Bob ‘ Charlie | Jermy
Compute e(P,, P;)® | Compute e(P;, P3)™P: | Compute e(Py, P,)% Compute (P, Py)%Ps . . . .
| B il mlu‘e P A | 1 Efficiency: With this diagram, we can exchange the
Four party Diffie-Hellman Key Exchange Protocol with Pairing Cryptography keys Of all users Just ln one Step.
H. Multi-party Diffie-Hellman Key Exchange Protocol demonstrates a significant efficiency enhancement

with Pairing Cryptography compared to the classical Diffie-Hellman Key

We extended our last method to n users, 1) Exchange Protocol by employing pairing.

Public parameter creation: Specifically, we illustrate that our method enables the
Users decide to publish a group G with g his  exchange of keys for all users in a single step, as
generator and a pairing e. opposed to the traditional DiffieHellman Key
2) Private parameter creation: Exchange Protocol that require n steps. This
Each user choose a secret ai and calculate Pi = streamlined process not only simplifies key exchange

al

g procedures but also offers enhanced scalability and

performance in multi-user environments. Overall,
our findings underscore the potential of combining
Diffie-Hellman with Pairing Cryptography to address
the evolving needs of secure communication across
diverse user groups.

3) Public exchange of values:

Every user sends it public key P; to all other
users in a public channel of communication. 4)
Private parameter creation:

Each user calculate e(g"2, g)*!-"

The common key is K = e(g"2,
g)*!a. Calculate the common REFERENCES
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